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Characteristics	of	Insiders	@	Risk	of	Becoming	A	Threat

» Introversion
» Greed/Financial	Need
» Vulnerability	 to	Blackmail
» Compulsive	and	Destructive	Behaviour
» Rebellious,	Passive-Aggressive	Behaviour
» Ethical	“Flexibility”
» Reduced	Loyalty
» Entitlement/Narcissism	(Exaggerated	Self-Image)
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Characteristics	of	Insiders	@	Risk	of	Becoming	A	Threat

» Tendency	to	minimize	mistakes	or	faults
» Inability	to	assume	responsibility	for	their	actions
» Intolerance	of	criticism
» Self-perceived	 value	exceeds	performance
» Lack	of	empathy	towards	others
» Predisposition	towards	law	enforcement/authority	 figures
» Pattern	of	frustration	and	disappointment
» History	of	managing	crises	ineffectively
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SPOOFING		BOSSTH
E

Networking	giant,	Ubiquiti
Networks,	based	in	California$46.7M
Stolen	from	an	800-employee	
Commodity	Trading	firm.	Wired	
money	in	installments	to	a	bank	
in	China.

$17.2M

B USI NESS	 EMA I L 	 CO MPR O MI SE	 (B EC)

1,200	FIRMS STOLEN$179M
$179M	UNITED	STATES	- $1.2B	WORLDWIDE	|	SOURCE	FBI	2015
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Ransomware Failure	Vectors:	Technical,	Process/Policy,	Training
• The	firm’s	upstream	email	(SMTP)	provider	did	not	scan	attachments	for	malicious	content.	
• The	firm’s	next-generation	firewall	did	not	identify	the	attachment	as	malicious	(or	questionable)	content.	
• The	firm’s	local	email	system	(e.g.	Microsoft	Exchange)	did	not	scan	attachments	for	malicious	content.		
• The	end	user	was	not	sufficiently	trained	to	identify	a	phishing	email	(with	malicious	content).	
• The	user’s	workstation	(or	mobile	device)	did	not	flag	the	malicious	content	(through	anti-virus	or	other	

endpoint	protection	methodology).
• If	the	delivery	vector	was	a	macro	hidden	within	an	Office	document	(the	most	common	delivery	

method),	macros	were	enabled	within	Office	(or	the	user	was	enticed	to	enable	them	manually).	
• The	user’s	workstation	did	not	have	restrictions	placed	on	the	execution	of	downloaded	content.	
• The	firm’s	next-generation	firewall	and/or	Intrusion	Prevention	system	did	not	recognize	and/or	block	the	

command-and-control	traffic	(including	key	generation)	of	the	malicious	code	(particularly	important	if	
the	remote	IP	addresses	were	previously	known	to	be	bad).	

• The	firm	did	not	detect	(through	filesystem analysis)	that	a	specific	user	was	modifying	a	large	number	of	
files	rapidly.	

• Depending	on	how	many	files	were	affected	by	the	infected	endpoint,	it	is	a	possibility	that	the	end	user	
had	more	access	than	they	necessarily	needed	to	execute	their	job.	

• During	the	restore	process,	some	newer	files	might	have	been	not	backed	up	due	to	a	gap	in	backup	rigor.	



“Am	I	doing	enough	to	stop	ransomware?”
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20%	PHISH	SUCCESS

KINGFISHER	CAMPAIGNS
ALBACORE
Multi-Phase	campaign
PHISHED	 the	CSO

ROCK	FISH
ADP	Template	Campaign
Mimicked	attack	we	detected

CATFISH
Apple	iOS	campaign
Free	Pencil	from	iTunes

RED	SNAPPER
UBER	campaign
Reported	fraudulent	use



PHISHING	CAMPAIGN	STATISTICS



CREDENTIAL	HARVESTING
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TARGETED	ATTACK
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SYSTEMIC	VULNERABILITIES
BANK

CLIENT RECORDS STOLEN
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INFILTRATED--USED
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SOCIAL ENG.
INVESTORS AND MAKE
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COLD CASE
SOC ANALYST

DISCOVERED CNC TRAFFIC
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LAW
TURNED OVER EVIDENCE
TO LAW ENFORCEMENTCSI

CYBER

DISCOVERED	CRIME	RING



Information	Security	Event	Scenarios	
(aka	“The	Dirty	Dozen”)

» Malware	Compromise
» RansomwareAttack

» Social	Engineering
» Business	Email	Compromise

» Infrastructure	Outage	(Internal)
» Local	Access	Without	Authorization	(Non-

Malware)
» Remote	Access	 Without	Authorization
» Lost/Stolen	 Devices
» Inappropriate	Behavior	(Internal)
» Cloud	Service	Access	Without	Authorization
» Data	Loss/Extrusion	 (Internal)
» Direct	Financial	Loss
» Denial	of	Service	(External)
» Physical	Breach
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Top-level	Regulatory	Focus

ASSETS
Do	you	know	what	data	you	
have?

REGULATORS
Do	you	know	what	legislation
governs	 the	data	you	have?

THREAT	ACTORS
Do	you	know	what	cyber	threats	
are	targeting	your	firm?	

PROTECTION
How	are	you	defending	your
firm	from	cyber	threats?

RISKS
Do	you	know	what	access
risks	exist?

REPORTING
Can	you	demonstrate	your	
cybersecurity	claims?


